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What we will cover today:

1. Cognitive Load Theory
2. How Securnty adds Cognitive Load
3. Real-life Examples for Addressing Cognitive Load
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Matthew Skelton,

TEAM
[ | Manuel Pais (2019

TOPOLOGIES
Team Topologies

ORGAMIZING Organ iZ ing

BUSIMESS AND
TECHMOLOGY

TEANS FoR FasT Business and
Technology for Fast

MATTHEW SKELTON Flow of Value

ond MANUEL PAIS
|

FULLCYRCLE SECURITY

COGNITIVE SCIENCE 12, 257-285 (1988)

Cognitive Load During Problem Solving:
Effects on Learning

JOHN SWELLER
University of New South Wales

Considarcblo evidance indicates that domein spacific knowledgs in the form of
schemos is the primary factor distinguishing experts from novices in problem-

solving skill Euld.nﬂ mm cenventional pmulem -solving activity is not eHective
that o major reasan for
the \nuﬂunmm of pmbkm solving ot o \-cmmg device, is that the cognitive
procassas roquired by the two activities averlap insufficiently, and that conven-

tional problem solving in the form of means-ends analysis requires a relatively
large omount of cognitive processing copacity which Is consequently unovalil-

able for schema acquisifion. A model and I evidence
provide support for this contention. Theoratical and practical implications are
discussed.

Problem-solving skill is highly valued. For most of this century, many theo-
rists and educational institutions have placed a heavy emphasis on this abil-
ity, especially in mathematics and science (see Dewey, 1910, 1916). Entire
movements such as ‘‘discovery learning® (e.g., Bruner, 1961) were spaw‘ned
at least in part, by the perceived i of fostering probl )|
skills. This emphasis on problem solving was not associated with a cummen
surate knowledge of its characteristics and consequences. In the last few
years, this state of affairs has begun to change with our knowledge of rele-
vant increasing These i have implications
for learning, as well as problem solving. The purpose of the present paper is
to suggest that contrary to current practice and many cognitive theories,
some forms of problem solving interfere with learning.

“This research was supported by a grant from the Australian Research Grants Scheme. The
compuiational model was constructed while the author was on leave at the Learning Rescarch
and Development Center, University of Piusburgh, I wish to thank J. Greeno and H. Simon
for discussing aspects of the model with me. 1also wish to thank E. Rees for assistance with the
PRISM language, and T. Cahn for research assistance. The cooperation the New South Wales
Department of Education and of D. Brown, Principal, F. Navin, Deputy Principal, and also 1.
Kopp, Mathematics Master, South Sydney High School is gratefully acknoy

Correspondence and requests for reprints should be sen to J. Sweller, Schoo! of Educa-
tion, University of New South Wales, P.O. Box 1, Kensington, NSW 2033, Australia.
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Long-Term Working Memory

* Process Information
* Upto7items ata
time
* Call schemas as
items

* Store Knowledge
* Seemingly unlimited
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What is the
next
best move?

Schema: categorization of elements of
information

- How we leam
— Stored in long-term memory
— accessed when needed
— Reduce cognitive load



Problem Solving Strategies

Schema-driven problem solving

Access existing knowledge to recognize patterns
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Means-End-Analysis
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Types of Cognitive Load

Definition Mental effort related to the Mental effort related to how connecting new information
inherent complexity of a information or tasks are to what you already know,

task presented or handled forming new schemas

Depends on number of Controllable, can be “good” kind of load
interacting elements reduced

Chess Learning how the pieces move, Learning from a poorly written
understanding check / check book
mate

Software Manual deployments / Figuring out how different
Develop- configuration components interact within a
ment system
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The Role of Security

Cyber Security |Development Security Testing |Processes Communication |Psychological
Knowledge Workflow Barriers Aspects
Understanding common | Late-stage security Understanding the Unclear processes for Knowing who to talk to Fear of doing something
vulnerabilities and risks | feedback (e.qg., after purpose of different handling findings for security questions wrong related to security

implementation)

scanning tools

Understanding security

Building up knowledge

Understanding which

Lack of guidance on

Receiving timely, helpful

Hesitation to ask security

terms (e.qg., threat prior to resolving a tools are needed for your | prioritization responses from the questions
modeling, SAST) security task applications security team
Understanding security | Switching between tools | Interpreting scanner Overlapping Receiving tickets or tasks | Feeling overwhelmed by
requirements to complete security- results (e.g., SAST, assessments from with enough context security input
related work DAST) different security units
(AppSec, SOX, CPP)
Knowing where to find Difficulty integrating Configuring or tuning Missing templates or Navigating conflicting Feeling safe to
reliable security guidance | security tasks into scans (e.g., exclusions, | checklists for recurring input from different experiment and learmn
sprint/backlog planning | scope) security tasks security stakeholders about secure
development
Secure implementation of Dealing with false Unfriendly assessment

features (e.qg., auth,
validation, encryption)

positives

formats (e.q., Excel
questionnaires)
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Getting access to
required security tools or
platforms




The Role of Security

. INTRINSIC ‘ EXTRANEOUS GERMANE
Cyber Security |Development Security Testing |Processes Communication |Psychological
Knowledge Workflow Barriers Aspects
Late-stage securi Understanding the Knowing who to talk to
vulnerabiliies and risksjilfeedback (e.qg., afte purpose of different handling findings for security questions wrong related to securi

implementation)

scanning tools

Understanding securi

terms (e.qg., threat
modeling, SAST)

Building up knowledgg
prior to resolving a
security task

Understanding whic
tools are needed for you
applications

Lack of guidance o
prioritizatio

Receiving timely, helpful
responses from the
security tea

Hesitation to ask securi
questions

Understanding securi
requirements|

Switching between tools
to complete security-
related work]

Interpreting scanne
results (e.q., SAST,
DAST)

Receiving tickets or tasks|
with enough context

Feeling overwhelmed b
security input

Knowing where to find

Difficulty integrating

Missing templates o

Navigating conflicting

Feeling safe to

validation, encryption)

positives

formats (e.g., Excel
questionnaires)

reliable security guidanceflsecurity tasks into checklists for recurring input from different experiment and leamn
sprint/backlog planning security tasks security stakeholders about secure
development
Dealing with false Unfriendly assessment]
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Getting access to
required security tools o
platforms




The Role of Security

@ INTRINSIC @ EXTRANEOUS GERMANE

Cyber Security |Development Security Testing |P!

Knowledge Workflow
Wlale Sz ]glellaleMelaglagely | Late-stage security Understanding the Ur
YBIEElESEWNS | feedback (e.q., after purpose of different ha
implementation) scanning tools M |t|gat|0n Strateg ieS

Understanding securi Building up knowledgg Understanding which La
terms (e.q., threat prior to resolving a tools are needed for your | pri
modeling, SAST) security task applications

* Secure Development Training

Understanding security [ Switching between tools | [IgiEgdg=ilaleRe=1aa=) O\
requirements to complete security- results (e.g., SAST, as . Pair-Prog ramming

related work DAST) dif ) ) . .

(A * Clear and inclusive communication from the

Knowing where to find Difficulty integrating Configuring or tuning Mi i
reliable security guidance | security tasks into scans (e.g., exclusions, |ch o Securlty Team

sprintbacklog planning | scope) se * Living Knowledge Base
Secure implementation of Dealing with false Ur * Expert Sessions
features (e.g., auth, positives for
validation, encryption) qu

Getting access to
required security tools or
platforms
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The Role of Security

@ INTRINSIC @ EXTRANEOUS GERMANE

Cyber Security |Development
Knowledge Workflow Mitigation Strategies

Understanding common | [EElEESrelelsR=lal]g
vulnerabiliies and risks | |[Se/oEld JEX (=

mpementation) - Defining a clear point go-to person for Security topics in the
Understanding security [ Building up knowledge
terms (e.qg., threat prior to resolving a team
modeling, SAST security task .
- ) : : * Centralized knowledge base
Understanding securityfiliS witching between tools
to complete securi * Automation
related work

* Integrating security into planning with visible backlog items

Difficulty integrating
security tasks into
sprint/backlog planning

Knowing where to find
reliable security guidance

Improving the workflow: IDE integrationsy Jira-Integrations

Secure implementation of * Improving communication between different stakeholders
features (e.g., auth, * Relatable and easy to understand policies
validation, encryption)

* Fostering the shift-left mindset and defining a clear SSDLC

DiallU S | | |
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The Role of Security

Collaboration between development teams

Mitigation Strategies
* Positive Security Culture
and the security team

Knowledge Exchange Formats
Secure Development Training

T e i At

platforms
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@ INTRINSIC @ EXTRANEOUS GERMANE
Communication |Psychological
Barriers Aspects
Knowing who to talk to Fear of doing something
for security questions wrong related to security

Receiving timely, helpful
responses from the
security team

Hesitation to ask security
questions

Receiving tickets or tasks
with enough context

Feeling overwhelmed by
security input

Navigating conflicting
input from different
security stakeholders

Feeling safe to
experiment and leam
about secure
development
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Real-life Examples
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#1 Pipeline Abstraction Layer (PAL)

* Standardized way to integrate security scanning | I“ I l I

with pre-configured container images
* Centralized documentation of integration
* Centralized maintenance of the images by Security
* No tool-specific Uls or configurations for the Dev
Teams
* Tools can be switched under the hood
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#2 Adaptive Questionnaire for SSDLC Onboarding

SSDLC Onboarding Form

Application

e Relevant questions based on application type i vt v T
e Automation
e Background-checks for existing accounts =
e creation of tool accounts via AP [ ——
e e-mail with relevant setup instructions s oo
o ticket creation progress tracking
e Enable Dev Teams to independently start the process
e Only relevant information are passed to the Dev Teams

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

eeeeeeeeeeeeeeeeeeeee

5. Are you using containers in your application in the production environment?

We are already conducting static container image scans.

F U I LCY RC L E s Ec U RITY 6. Does your Application have accessible endpoints like WebUIs or APIs? *
Wahlen Sie hchstens 2 Optionen aus
Yes



#3 Building a Security Champions Program

e Regular knowledge exchange sessions

e Shared communication channel between
Security Team and Dev Teams

e Publish internal articles on relevant security
topics

e Launched a role-based training program on
threat modeling

e Security Community as a safe space for leaming
and growth

Security Champion
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Thank you

for your attention!

Connect with me on LinkedIn
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https://www.secure-io.de/standardisierte-security-scans-fuer-ci-cd-pipelines/
https://www.secure-io.de/standardisierte-security-scans-fuer-ci-cd-pipelines/
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