
 Forensic investigations of 
rare operating systems



What do you think of when you hear „rare 
operating system“?



whereis 'Herbert Bärschneider'
 Almost 3,5 years of investigating cyber attacks 

against Small and Medium-sized Businesses 
(SMBs)

 Did some System Administration before

 Did some University Studies in parallel



Todays goals
 Know a possible method for preparing (forensic) 

investigations of rare operating systems
 Create interest in looking at rare operating system
 Be able to perform a small imperfect forensic 

investigation of a rare operating system based on 
prior experience with Windows Forensics and Linux 
Forensics



Example „Citrix NetScaler“ 1/4
 VMWare virtual disk from a Citrix NetScaler 

system



Example „Citrix NetScaler“ 2/4

config files, archives, no 
logs, no 40GB



Example „Citrix NetScaler“ 3/4



Example „Citrix NetScaler“ 4/4
 Nested disk labels reveal another relevant 

partition



Preparing an Investigation 1/4



Preparing an Investigation 2/4



Preparing an Investigation 3/4
 Check presence of typical elements from other 

Unix-like operating systems
 Explore live system

 Content of user home directory
 Configuration of services / daemons
 Configuration of jobs / scheduled tasks
 Standard log location and content 



Preparing an Investigation 4/4
 Condense the information into a form that you 

can reference during your actual investigation
 Knowledge base article

 Investigation procedure

 Baseline of expectable data



Our friends along the way 1/2



Our friends along the way 2/2
 Texteditor & Hexeditor

 TheSleuthKit

 Unix-like Artifact Collector (ht



Try it yourself
 Try preparing an investigation against an 

operating system from the BSD family
 compare your results against „Forensic 

investigation artifacts on BSD“ 
(https://github.com/Herbert-Karl/masterthesis)



Options for contribution
 More blog posts about your investigations (data 

sources you used and how you used them)
 Extend coverage of Unix-like Artifact Collector for

 ZOS
 illumos-based operating systems
 Haiku



Question time!

Bsides Munich 2025, Herbert Bärschneider
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