
1

Déjà Vu with Scattered 

Spider: Are your SaaS Doors 

still unlocked

AKAs:
SCATTERED SPIDER
UNC3944
Roasted 0ktapus
STORM-0875 (Octo Tempest)
Muddled Libra
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Purpose built to find evil in the cloud



Who are these Chumps?



• Introduction

• Understanding LUCR-3

• Modern Cloud Attacks

• Exploring New TTPs

• Hunting with CloudGrappler

AGENDA



Highlights

• Initial Access via SIM Swapping, 

and push fatigue in the IDP

• IAAS for credential harvesting 

and Data Theft

• SaaS to learn enough about your 

environment to carry out their 

mission, and perform credential 

harvesting

• CI/CD to perform Source Code 

Theft, Code Signing Certs, Actions 

pipeline

Recap of Previous Intrusions

= NHI Involved



Attacker Actions

• Source from Residential Proxies

• Stolen or coerced creds

• SIM Swap and Push Fatigue

• Register their own MFA

• Downgrade to SMS

• Add new email for password reset

No, You Can’t Borrow My Identity

Hunts

• How many users have more than one phone?

• How often do people switch platforms?

• How often do people downgrade phones?

• How many people share phones?

• Downgrade factor?
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Attacker Actions

• Retail, Insurance, and Airline

• Direct Helpdesk Social Engineering

• ASNs:

• Mullvad 

• T-MOBILE-AS21928, CELLCO-PART, 

Internet Utilities Europe and Asia 

Limited, Starlink

• Personas

• High Level IT

• Major focus on Cloud -> On-prem

• Snowflake skill ++

What’s new?



Self-Service “Password Reset”
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Self-Service “Password Reset”
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Help Desk Attack

C
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Recon in SaaS Applications



Snowflake



On Prem Pivot

Observations

• From initial access to on-prem fast!

• Heavy use of AVD and VPN

• Learn how to use via your own guides

• Really loving ESXi

• NTDS.dit

• Disrupting remediation



Attacker Actions

• AWS Management Console, S3 

Browser, and Cloudshell

• Enumeration via billing, console, SSM

• Credential Harvesting and take over

• Instance Profile replacement

• Disable GuardDuty, StopLogging

• S3 Data Theft

• EC2 takeover and deployment

Putting the Awww, in AWS

Hunts

• S3 Browser Usage

• * * Policy creation/modifications

• SecretsManager via Cloudshell

• Cloudshell uploads and downloads

• DeleteInvitations

• Serial usage

• Big boxes with Windows!
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Tooling to Help



cloudgrappler
Permiso-io-tools/cloudgrappler        



Cloudgrappler

107

TTPs

• Threat Actor Querying

• Permiso’s TTP

• Single Event Detections

• AWS

• AZURE

• GCP

• Salesforce



Open-Source Tooling to Help – CloudGrappler



Open-Source Tooling to Help – Cloud Console Cartographer



Thanks for your time!
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